Reducing Risk When
Changing Legacy Code

There are lots of options besides “do more testing”
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What is Legacy Code?

Code you |nher|ted == = o s s

- Code you don’t understand .. =3 <) Y
Code that’s hard to change b e e
Code without tests ' [ iy

Code you don’t like!
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An Achievable Goal

“Tulrn systems that'gradually degrade into systems that
graduallylimpriove*
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Code Stewardship
Knowledge Management
Test Coverage Analysis
Team Shadowing
Culture Change

Reducing Risk When
Changing Legacy Code:

5 Ideas




code stewardship | Reducing Risk When
Changing Legacy Code:

ldea #1



“Module owners are expected to take
responsibility for the modules they own
and keep an eye on changes made by
other people.



Expert advice
during major/risky

Weak pull requests
Ownership \ \ /
Code Encourage

Stewardship \ pairing /

knowledge
\ sharing about
existing code
Maintain P’ef’e“t base

) - repeating past
consistent vision .
mistakes



Edit Pull Request

— Open source plugin for Bitbucket

Update the destination branch for the pull request

Title” Calexander/MultiGetSupport

it ] ] e
et dov AP CORE R o Native solution for Github
https://git.dev.d2lprojects/CORE/repos/ie/pull-requests/d655/overview

1] review

EBitbucket Projects Repositories ~

$o  CoreLMS /le
.. Source
1 master~ ++  |e/competencies / OWNERS
Makes finding experts
easier and safer

Source view  Diff to previous History ~

1 Clnivibeiebmineigeitn (12 1 . o om



Actively recruit stewards Use data to identify candidates

Core LM= /F Ip
Source

L' master ~  ++ I/ framewark S tools F D20 LP Tools UnitTests / Profile / ProfileCardiManagement / Domain

T

El OWMNERS Froposing Justin as owner for Profile Card Management unit tests

=] ProfileCardiana gementsetttingshanagerTest.cs DEZ5504: Hemove local const

Low vs high quality owners Limit scope, focus on risk areas



| Want To Try Code Stewardship!

v'Find a way to suggest stewards as reviewers
v Prioritize by identifying risk areas
v'Some owners are better than none
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“In nearly every legacy system, what
the system does is more important
than what it is supposed to do.”



Make it

available to > t re-learnin
Write down others Fevent re-iearning

. . same lessons
important |nfq\ \ /

Knowledge

/ Management
Prevent forgetting
things / Avoid wasted
: time and
Explain

. ) increased risk
illogical things



Don’t expect
perfection

Docs. Dev

The Truth

Search

Browsea
Mlail frage

Random page
Help

Do lots
of things

Contents [hide]

1 Overview

2 Architecture Diagram

3 Technical Details

4 Setup
4.1 Production setup
4.2 Local Setup

5 Feature Flags

& Monitoring
6.1 Health checks
6.2 Metrics

7 Scalability

& Dermnaos

¢ Useful Links

10 HELP EVERYTHING IS BROKEN AND IT'S YOUR FAULT

Consider
discoverability,
searchability, and
maintainability



| Want To Try Knowledge Management!

v'Document important information
v'Share knowledge in lots of ways
v'Supplement with human interaction



Reducing Risk When
Changing Legacy Code:

ldea #3

Test Coverage Analysis



“Test coverage is a useful tool for finding
untested parts of a codebase.
Test coverage is of little use as a numeric
statement of how good your tests are.”



Does not have

to db? tool- Knowing where coverage is
riven
Quantifying / \ weak :na'b.les better
documenting —_ ecisions
automated test Test /
coverage Coverage

Analysis
\

High coverage
does not
necessarily mean
you’'re good

Also consider
stability,
effectiveness



Conversation

starter, not to-

SYSTEM LEVEL AUTOMATED TESTS do Iist
What Do We Actually Want?

4. Self « Tests have proven ability to detect regressions (e.g. through mutation testing or another strategy)
. * Problematic tests automatically removed from suite until they can be repaired, and new tests have to demonstrate stability/efficacy before being added
Aware to pipeline
Automation * Test failures automatically notify relevant stakeholders (original test author, most recent test editor, teams dependent on the related functionality) with
specific and actionable error messages

* Tests pass reliably, regardless of product configuration or sequence of tests.
3 Resilient » Flaky tests are removed manually from test suites, and re-introduced after improvements are made

[ ]
v » >=90% of test failures are due to product issues (i.e., not test/environment/framework problems)
AUtomatlon + Test coverage is >= 80%

* Test execution time is <= 10 mins for commit build/unit tests, and <= 1 hour for everything else in the CD pipeline (integration and system level tests)
[ ] [ ]
» Build pipeline includes: automated test execution, execution time measurement, and test coverage measurement m a l u rl l I s a o l
* Test coverage trend is increasing (i.e., keeping pace with adding new tests as new code is written, plus adding tests in previously un-covered areas); or,
>=80% overall

* Automated tests exist, but do not run as part of build process (e.g. no Cl infrastructure, or tests take too long)
. * Test coverage data and recent automated test results can be provided on demand
Automation * Test coverage is not decreasing (i.e., keeping pace with adding new tests as new code is written) n u m be r

0. No
Automation

1. Manual

* No automated tests exist




| Want To Try Test Coverage Analysis!

v'Decide what you want out of it
v'Start with something cheap
v'Focus on knowledge rather than change



Reducing Risk When
Changing Legacy Code:
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“I'm surprised every single time by
what | learn, and can then bring back
to my ‘home’ team - even if all I'm
doing is attending another team's
stand-up.”



Any size and
Spend time with length of time
other teams (all

kinds!)

\

Lots of options for

Learn from them activities

too

Give your
perspective



Prevents re- Prevents pulling
inventing the wheel in incompatible

directions

Promotes awareness of other
potential stakeholders



| Want To Try Team Shadowing!

v'Identify teams you don’t know well
v'Ask if you can listen in on some meetings
v'Invite others to shadow your team



Reducing Risk When
Changing Legacy Code:

Culture Change I d e a #5




“How do we start consistently acting
like we value quality above deadlines
instead of just saying that we do?”



Similar to code Unbiased opinions from
Crowd-source your

» e reviews, but for other teams about risks
done” criteria and 1,46 aspects of work and priorities
risk assessmen}\ \ /
Culture

ef—feed-baek
— Change

You know more
about what / \
others care about

Others know more Greater variety
about what you’re of potential risks
doing and issues



Get feedback from
many sources

Highlight most
controversial bits

Make it easy to
give feedback



Show that input is
taken seriously

Celebrate valuing
quality over deadlines

| Broadcast [ ‘
Event Service |IE -
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Dashboard
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Scheduled This! |
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| Want To Try Culture Change!

v'Make a list of stakeholders
v'Prefer informal / voluntary over mandated
v'Find ways to celebrate



Code Stewardship
Knowledge Management
Test Coverage Analysis
Team Shadowing
Culture Change

Reducing Risk When
Changing Legacy Code:

5 Ideas




Changing Legacy Code is Risky
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Measure and Adjust
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Are We There Yet?

Projects actually
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* Martin Fowler - Code Ownership
* https://martinfowler.com/bliki/CodeOwnership.html

 Martin Fowler - Test Coverage
* https://martinfowler.com/bliki/TestCoverage.html

* James Spere - Valuing Learning
 https://www.linkedin.com/pulse/valuing-learning-james-spere

* Chromium - Code Stewardship
* https://chromium.googlesource.com/chromium/src/+/master/docs/code_reviews.md

* Agile @ Lego - Alighment Day
* https://crisp.se/wp-content/uploads/2016/12/Agile@Lego.pdf
* Working Effectively With Legacy Code (Michael C. Feathers)

* How to Measure Anything: Finding the Value of “Intangibles” in Business,
Third Ed. (Douglas W. Hubbard)



